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Azure Sphere: A Secured, Connected, Crossover, MCU

 Firewalls, HW Crypto Accelerator: AES-
256, SHA-2, ECC, RSA2K, ECDSA

 e-Fused private and public keys, 

Built-in WiFi connectivity 802.11 
b/g/n, dual band @ 2.4GHz, 5GHz
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The Azure Sphere OS

• is secured by designing in the 7 Properties of Highly Secured Devices.

• enables productivity with an application model for reusable connectivity and I/O 
solutions.

• creates opportunity by optimizing for the memory and flash sizes of Azure 
Sphere crossover MCUs, and extending to support an agile ecosystem of diverse 
Azure Sphere silicon, hardware, and software.

Azure Sphere OS: Design Goals



Azure Sphere OS: Architectural Layers

Azure Sphere SOCsAzure Sphere SOCsHardware

A Z U R E  S P H E R E  O S  A R C H I T E C T U R E

High-level App Containers
(on Cortex-A)

Real-Time Containers for I/O 
(on Cortex-Ms)OS Layer 4 Secure Application Containers

Compartmentalize code for agility, robustness & security

On-chip Cloud ServicesOn-chip Cloud ServicesOS Layer 3 On-chip Cloud Services 
Provide update, authentication, and connectivity

HLOS KernelHLOS KernelOS Layer 2 Custom Linux kernel
Empowers agile silicon evolution and reuse of code

Security MonitorSecurity MonitorOS Layer 1 Security Monitor + Pluton Security Subsystem
Guards integrity and access to critical resources
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The Azure Sphere OS is secured by designing in the 7 Properties of Highly Secured Devices.

• Security Monitor as small trusted computing base.

• Clear separation between apps and OS to compartmentalize and provide defense in depth.

• Modern capability-based app containers that isolate apps from each other and fit within the constrained 
memory of a crossover MCU.

• No passwords, no user accounts, no logon, no command shell; certificate-based authentication tied to 
hardware-rooted identity.

• Secure boot sequence and secured, over-the-air (OTA) update process to ensure software authenticity and 
renewable security.

• OS and apps are independently updatable to maximize agility to respond to security and quality issues on 
both sides.  No need to recompile one to update the other.

• App failure detection to mitigate threats.

Azure Sphere OS: Basic Principles - Security
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• Uses Pluton to implement Secure Boot, ensuring the integrity and authenticity of the Azure Sphere OS and 
OEM apps.

• Uses Pluton silicon to validate all software loaded on an Azure Sphere MCU is cryptographically signed by 
Microsoft.

• OEM applications are signed by uploading to the Azure Sphere Security Service (AS3) using tools in the Azure 
Sphere SDK. 

• Uses Pluton silicon to attest the Azure Sphere MCU’s installed software is genuine and trusted; leveraged by 
OS services for authentication and remote attestation of device with the AS3

• Controls access to memory, flash and other shared MCU resources.

• Apps cannot arbitrarily scribble over flash; their binaries and static content are mounted for read-only access.

• Configures and locks down silicon firewalls and memory access to isolate and constrain cores’ access to 
shared chip resources.

• Brokers and gates access to Pluton Security Subsystem and the hardware root of trust.

• Controls debug prep and field prep for pre-production development scenarios.

Trusted Computing Base: Pluton + Security Monitor
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• OS Services are responsible for:

• Hosting POSIX app compartments.

• Communicating with the Azure Sphere Security Service (e.g. update, authentication).

• Managing Wi-Fi authentication; managing network firewall for all outbound traffic.

• Communicating with a connected PC and debugging apps (developer scenarios only).

• POSIX app compartments:

• Designed for crossover MCUs, but take inspiration from modern app containers present on larger systems (i.e. 
Docker, mobile apps).

• Isolate apps from the OS.

• Constrain apps’ access to only the capabilities (e.g. peripheral I/O, network, etc.) they request. 

OS Services + Compartments for POSIX Apps
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• I/O apps running on Cortex-M cores:

• Will enable deterministic execution of application code.

• Are isolated from the rest of the MCU via silicon firewalls.

• Bare metal support added with 19.05.

• Currently, a Reference RTOS and Real-time SDK has been released for the Cortex-M4 cores

• Customers may optionally adopt this RTOS to accelerate getting started.

Compartments for I/O apps
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Protects your devices and your customers with 
certificate-based authentication of all 
communication

Detects emerging security threats through 
automated processing of on-device failures

Responds to threats with fully automated 
on-device updates of OS

Allows for easy deployment of software updates 
to Azure Sphere powered devices

Cloud choice for app data and telemetry 

The Azure Sphere Security Service connects and protects 
every Azure Sphere device

Azure Sphere
Security Service

Other cloud or 
on-prem 
infrastructure

Azure

Your app 
updates

OS updates 
from Microsoft

App and 
OS updates

Remote attestation & 
cert based authentication

Online app and 
OS error reports

App data and telemetry

App data and telemetry



Device authentication: 
Q: Is this my device X?

Device Attestation:
Q: What is the state of my device X?

Authentication vs Attestation

Attestation

Authentication



DAA front end 

Device authentication & attestation

Device Authentication and Attestation (DAA) 
Main components

Azure Sphere Security Service (AS3)



• The device send a set of signed measurement data (device ID, 
nonce, software components version, etc) to the DAA service using 
the private key. 

• DAA validate the device signature by recompute the measurement 
data and ensure the results are the same to ensure it is a trusted 
device

• Additional checks are done to ensure the version of the software is 
still trusted.

• Should the device running untrusted software, certificate will not be 
issued and OS update via OTA will be required

• The absence of a valid certificate will prevent a device from 
authenticating to a service requiring authentication until the device 
software is updated.

• If all the checks pass, the device is issued a short-lived X509 
certificate.

Device Authentication and Attestation

Device Authentication
and Attestation

Azure 
Sphere



• In the Azure Sphere Security Service, an Azure Sphere 
tenant represents a group of devices. 

• The tenant not only contains information about the 
devices, but also provides an isolation boundary for 
management of these devices. 

• Each device has a unique ID which is “claimed” to a 
tenant

• The DAA certificate services operate on a per-tenant 
basis

• Each device that is registered to a tenant receives a 
certificate that is valid only within the tenant-specific 
chain.

DAA PKI chain-of-trust 

Azure Sphere IoT 
Intermediate CA

CA Tenant 2CA Tenant 1

Azure 
Sphere

Azure 
Sphere



• Not customizable

• Lifetimes:

X509 device certificate 
Field Value

Subject Name Device ID

Key Usage Digital signature

Enhanced Key Usage Client authentication

OID: 1.3.6.1.4.1.311.98.1 Remote attestation data



Goals of Azure Sphere renewable security

Maintain security 
of all software

Enable OEMs to 
release software 

updates

OEMs are only 
responsible for 

their application

Microsoft 
manages 

backwards 
compatibility

Minimize 
downtime

System Security is NEVER constant and 
IoT brings a new set of challenges to embedded devices. 
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Secure Over-The-Air (OTA) updates infrastructure

• Cloud infrastructure can deliver updates to Azure Sphere devices around the world.

Robust application deployment and updates

• Customer-written applications are signed, deployed and updated by the customer using the Azure Sphere cloud.

• Applications can be revoked, removed, and rolled-back to mitigate buggy updates. 

• Attestation authorizes only genuine software to execute on device.

• Update software supports automatic rollback to help prevent a bad update from disabling (aka “bricking”) a 
device.

Reliable System software updates

• Microsoft automatically manages updating device software to help ensure secure device operation.

• Updates are delivered privately to device creators first to test updates.

The Azure Sphere Security Service renews device security
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Observation: 

• Device software/firmware failures in the field are triggered either by 

• In either case, we want to know and fix the issue.

On failure in the device software, a report is generated and transmitted to our cloud-based failure 
analysis system.

The failure analysis system correlates error reports on a global scale.

• For imperfect programming, we gather data to fix problem.

• For attackers, this early warning system often indicates where and how attackers are working, we 
generate mitigations and fix problems in our software.

The Azure Sphere Security Service helps 
identify emerging security threats





Azure Sphere: Device Management & SW Lifecycle
Terminology
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Azure Sphere: Device Management & SW Lifecycle

Image Set
MachineState
App (v3.2)

AppA v1.5
“SendData”

AppB v2.5
“LedStatus”

Retail Evaluation OS feed

Retail OS feed

Retail Evaluation OS feed

Image Set Machine 
State App (v3.0)

AppA v1.4

Retail Evaluation OS feed

Retail OS feed Retail OS feed

AppB v2.5

Image Set Machine State App (v2.1) AppA v1.4

…

Image Set Machine State App (v2.0) AppA v1.0





Azure Sphere
Role Base Access Control (RBAC)

Development

Azure Sphere Tenant Full Access and Operations

Maintenance and Operations





Azure Sphere: a complete solution for creating highly secured devices.

Silicon IP blocks and architecture to create secured & economical MCUs for any device.  
Built on Pluton security subsystem.
Provides tamper-resistant secured hardware root of trust from factory to field. 
Single-chip package for cost sensitive (MCU-based) devices.

For Silicon
Vendors

Free IP License

Operating System with ongoing servicing to create a dependable root of trust. 
Multi-layer security architecture with security subsystem to ensure security and recover even under attack.
Compartmentalization and defense in depth to ensure “no brick” update.
Enhanced Linux kernel enables a robust and agile hardware/software ecosystem.

For OEMs
Azure Sphere 

License

Azure Sphere Security Service assures ongoing security of Azure Sphere devices.
Software update and security renewal of OS and applications.
Early-warning detection of device failures (found in emerging security attacks).
Certificate-based authentication for device-to-cloud and device-to-device communication.

For OEMs
Azure Sphere 

License

Developer SDKs and Tools to make it easy to create secured applications.
Professional software development experience in Visual Studio.  
Application model enables secured reuse of proven software components in devices.
Side-loading (field servicing) and over-the-air update of applications.

For OEMs
VS License

https://github.com/cwtan7/azsphere-bootcamp-master


